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1 Introduction

This document describes how to use your Ruckus Wireless access point to capture 802.11
WLAN packages. You can use these captures to analyse Wi-Fi issues, to better understand
why issues occur.

The purpose of this document is therefore to explain in a simple way how you can make
packet captures using the Ruckus access points.

To capture packets using your Ruckus wireless access points, at least you need the
following equipment:

= Ruckus access point
= Ruckus ZoneDirector (optional, not required)
= Device running Wireshark

Basic knowledge of the ZoneDirector is required to configure this option on ZoneDirector.
Knowing the difference between the different tabs and where the different configuration
options are located. In addition, it is good to be comfortable with the CLI of a Ruckus
access point. Some knowledge about the use of Wireshark is also good to have.

The instructions given in this document are based on an English-language web interface
from the ZoneDirector. If you have set the web interface to another language, the steps
will be the same, but the names of the menus will differ.

The instructions given in this document are based on firmware version 9.7.0.0.220. If
you have a lower firmware, then you have the chance that some functionalities are not
yet available. If you have a higher firmware version, then the steps will be almost the
same.
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The chapters below explain the steps that must be followed to set up a "packet" capture
via a Ruckus access point. There are two ways to set up a "packet capture". You can
configure this via the ZoneDirector's web interface, or you can configure this via the CLI of
the Ruckus access point. If you want to do a “packet capture” quickly, we recommend you
do this via the ZoneDirector. If you would like to configure more options, we recommend
that you configure the "packet capture" via the CLI.

2.1

With the help of a terminal program such as Putty you can set up an SSH session with the
Ruckus access point. It is important that you have the correct IP address and that you
have the correct login details.

After successful login using SSH there are two option to capture packets using your Ruckus
Wireless access point. You can choose between “stream mode” or “save mode”.

Stream mode: using this option the access point sends the collected packages directly to
Wireshark.

Save mode: using this option the access point stores the collected packages locally. The
packages can then be sent using TFTP.

Before you can collect packages via the access point you must first know which interface
of the access point you can use for this. Some access points have multiple interfaces. With
the command below you can get an overview of the interfaces that are present at the
access point:

rkscli: get wlanlist

Only interfaces indicated as type "MON" can be used for capturing packets. As you can
see on the screenshot below, for the used type of access point only two interfaces can be
used to capture packets. One interface for 2,4GHz and one interface for 5GHz.
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You now have an overview of the interfaces that you can use to collect packages. Now
we can start configuring the interface so that it will be in "streaming mode". To start the
"packet capture" in "streaming mode", execute the following command:

rkscli: set capture <interface> stream

Now the interface is configured in streaming mode. As we indicated earlier, it is possible
to provide extra options via the CLI. You can use these options to immediately exclude
certain information that is not needed in a “packet capture”. Via the options below you can
determine yourself what you do and do not want to see:

-nob : This option will hide beacon information.
-noc : This option will hide control data.

You can set the option described when setting the interface to capture packets using
command below:

rkscli: set capture <interface> stream <option>

If you would like to use more option you can set it as described below,

rkscli: set capture <interface> stream -nobc

when using this command, both beacons and control data will be excluded from the packet
capture.

Using options is not mandatory and mostly used when saving to disk and would like to
save diskspace used. Further on in the document it is explained how you can make filters
in Wireshark.

If your access point is configured in standalone mode, you can also set the radio to a
specific channel. You can configure the channel using the command below:

rkscli: set channel <interface> <kanaal>

You can request the current used channel using the command below:

rkscli: get channel <interface>
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2.2 ZD Web interface

This chapter explains how to make a "packet capture" using the ZoneDirector's web
interface. To make a "packet capture", navigate to Administer -> Diagnostics. On this
page you navigate to the Packet Capture category.

In this category you select on which frequency you want to collect packages. You have a
choice between 2.4 GHz and 5 GHz. Then select the access point that you want to use for
collecting the packages. If you have selected the correct access point, click Add to
Capture APs. Now the selected access point will be displayed in the list of access points
that will capture packets.

Packet Capture

Use this feature to capture wireless packets during normal operation and save them in local files or stream them to Wireshark.

Radic 2.4GHz '® 5GHz

Current Managed APs Capture APs
" MAC Address Device Hame Description Model --» There are no APs selected to capt
+ RuckusAP zf7363
Add to Capture APs Q1-1me
Learch terms * Include all terms Include any of these terms

Figure 3: Packet Capture Configuration

Once you have added the access point you can set in which mode you want to capture
packets. You can choose between Local Mode and Streaming Mode here. In this
technote we used the Streaming mode option.

Capture APs
MAC Address Device Hame Description Model
RuckusAP zf7363
lemove Remove Al | €5 1-1 (1) &3

Local Mode [Capture a imited snapshot on each AP, then Stop and Save to file)

Filter [Packets tosfrom one IP or MaC address)

&) Streaming Mode (Use Wireshark's Remote Capture Option to conmect to wlaniod or wlandol}

Start

Figure 4: Local/Streaming Mode

After setting the correct option and mode you can start the “packet capture” using the
start button.
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3 Wireshark

Once the access point is set to capture packets in streaming mode, the stream can be
opened using Wireshark. In this chapter we will describe how to configure Wireshark to
receive packets from the access point.

After starting Wireshark click “Capture Options” or use the key combination Ctrl-K to
open “Capture Options”.

After starting "Capture Options” click on "Manage Interfaces”. In this screen navigate
to "Remote Interfaces”. Here you can add a remote interface by clicking “Add”.

In the screen opened you must enter the IP address of the access point. All other displayed
settings can be as default. After setting the IP address you must click "OK".

M Interface Management = = P ! Wireshark: Remote In..‘l =aRe X
@ Local Interfaces | Rermnote Interfaces Host: |192.168.0.1 IZI
Remote Interfaces Port:
Host 4 MName 4 Authentication

@ Mull authentication
' Password authentication
Bl | Username:

Nl | Password:

fl oK ] I Cancel

tture info dialog

Add Delete Apply l ’ Close

ion

Figure 5: Remote Interface

Wireshark will now connect to the access point and display the list of available interfaces.
Behind each interface you enable the "hide" check mark except for the "MON" interface. In
most cases, these interfaces have the following name: WLAN100 or WLAN101 (depending
on the selected frequency).

After selecting the interface, you must click "Apply” and then “Close”.

After you closed the screen you will return to the first screen named “Capture Options”. In
this screen you will find the remote interface by “<IP>/WLAN100” or “<IP>/WLAN101".
You can start the capture by clicking “Start”.

Ml Wireshark: Capture Options P —— - = -

Capture

Capture Interface Link-layer header  Prom. Mode Snaplen [B] Buffer [MiB] Capture Filter -
fes0-B02 5L T L LR TASE - Ethemet enabled  default 2
000

ntern

= 2084925 Ethernet enabled default 2
LAN-verbind
[[]  teso-sobctres00zescs Ethernet ensbled  default 2
1521680100
rpcap//[192.168.0.62)/wlan100  Per-PacketInformation enabled  default 2
m
[7] Capture on all interfaces (ManageTnterfaces
Use promiscuous mode on all interfaces
e [] [Compile selected BPFs

Figure 6: Capture Options
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After correctly completing the steps described in the chapters “configuration” and
“Wireshark” you will see packets in the main capture window, and you are ready to analyse
the packets.

& Capturing from rpcap://[192.168.0.62)/wlan100 [Wireshark 1.10.6 (v1.10.6 from master-1.10)] T ‘ - —

Ele Edit View Go Capture Anshyze Statistics Telephony Tools Intemsls Help
oG Emd BEXRXE AesnTL EE acaal #BB%|E
Filter: [ ] pression... clear Apply Save

802,11 Channel: Channel Offset: FCS Filter: | All Frames Nene

No. Time Source Destination Length Info
5L.3LU353U 5€NA0NET_Ub:eu:asd Broaacast ELL

Beacon Trame

LeNTUS ENsnare

0 51. 0 Ruck B Broadc. B n fra 61, FN=0 _2.4
51.3678600 Technico_9 groadcast 802.11 geacon frame, sn=1714, FN=0, . SSID=TNCAP96314BE
51.4037420 Ruckuswi_0b: groadcast 802.11 geacon frame, sN=1575, FN=0, BI=100, SSID=SCG_22

0 SenaoNet. groadcast geacon frame,

Beacon fra

00,

ncenius Enshare
Ruc| t 2.4

Br

2235 51.4702740 Technico_96: Broadcast 802.11 geacon frame, 00, SSID=TNCAP96314B
2236 51. 5061390 Ruckuswi_0b: Broadcast 802.11 Beacon frame, BI=100, S55ID=5CG_22
2237 51. 5153480 SenaoNet_0 Broadcast 802.11 Beacon frame,

nGenius Enshare

0 Rucku

Bro B on frame, FN: efTexR_2.
2239 51. 5726560 Technic Broadcast Beacon frame, 16, FN=0, TNCAP96314B
2240 51. 6094890 rRuckuswi_4b: Broadcast 802.11 Beacon frame, 5N=2793, FN=0, -

2241 51.61 Broadcast 802
Br t

Broadcast 802.11

Beacon frame,
B frame,
Beacon frame,

77570 SenaoNet_0!
360 Ruckus

nGenius Enshare
2243 51. 7118890 Ruckuswi_4|

Zonef

2244 51.7201440 SenaoNet_0 Broadcast 802.11 Beacon frame, nGenius Enshare
- 772 Ruckuswi_| Br t B frame, s S Zonef 1exR_2.4

2246 51. 7774440 Technico_9 Broadcast 802.11 Beacon frame, 00, S5ID=TNCAP96314B

2247 51. 8133350 Ruckuswi_0Ob:a7:b8 Broadcast 802.11 278 Beacon frame, 5N=1579, FN=0, BI=100, S55ID=5CG_22

2248 51. 8225420 SenaoNet_06:e0:a2 Broadcast 802.11 366 Beacon frame, 5SN=547, FN=0, BI=100, S5ID=EnGenius Enshare

Figure 7: Packet Capture
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3.1 Wireshark Filters

As indicated earlier, it is also possible to make different display filters in Wireshark. In this
way you can easily filter on the packages that you want to see or do not want to see. Below
we will make a table with several filter options.

Frame Type Filter Commando
Management Frames wlan.fc.type eq 0

Control Frames wlan.fc.type eq 1

Data Frames wlan.fc.type eq 2
Association Request wlan.fc.type_subtype eq 0
Association Response wlan.fc.type_subtype eq 1
Probe Request wlan.fc.type_subtype eq 4
Probe Response wlan.fc.type_subtype eq 5
Beacon wlan.fc.type_subtype eq 8
Authentication wlan.fc.type_subtype eq 11
Deauthentication wlan.fc.type_subtype eq 12

Enter the filter in the section marked red below:

o Coptaring rom rpcapi//152 MAGAI W E0  (Woreshark 1,306 (v110.6 b master-1.101] O - —
| Ele fon Yew Go Capture Asdloe Ststetcs Telephooy Jooh jetemah el

lo 4w BEXE A o T2 BN aaan a2y ®

[ Fimer l ~lbp-ru»«

‘E Nome - v Decrypbion Keyr.

Figure 8: Filter Command Options

Below some examples of some filters used in Wireshark and their results.

£ Capturing from rpcap://[192.168.0.1)/wlan100 [Wireshark 1.10.6 (v1.10.6 from master-1.10]]

File Edit View Go (Capture Analyze Statistics Te\aphon! Tools Internals  Help

eidms BEXE A¢sseTL2/ER aqan $#BB%

Filter: wlan.fctype eq0| E| Expression... Clear Apply Save
802.11 Channel: Channel Offset: FCS Filter: | All Frames Mone D Wireless Settings.. Decryption Keys...
MNo. Time Source Destination Protocol Length Info

e N T=s I B e e LI e e
2 0.01872000 SenaoNet_13:60:a2 Broadcast 802.11 256 Beacon frame, SN=1057, FN=0, Flags=........ ¢, BI=100, SSID:Openwrt EAP300

3 Q. 02309900 Ruckusm 16:&&:98 Broadcast 802.11 34’ Beacon frame, SN=3836, FN=0, Flags=........ C, BI—].OO SSID—
0.0 c :b8 Broadcas 802.11 7 Beaco - ame 274 0

..... <, BI 100, SSID:ODEHWI"T. EAPGUU
SSID=Openwrt EAP300

0].: Broadcast 246 Beacon frame,
27 7C|C| SenaoNet 13:60:a2 Broadcast 802.11 256 Beacon Frame,
z AR RGN o=

132500 SenaoNet_01:

246 Beacon frame,

8 0. Broadcast B B .. B D=Openwrt EAPGOO
9 0.20471700 ThomsonT_4e:93:18 Broadcast 802.11 305 Beacon frame, SN=1248, FN=0, Flags=. . c BI=100, SSID=TNCAP4EQ318
4} 0.22672900 SenaoNet_l;:EO:az Broadcast 802.11 256 Beacon Frame, 5N=1059, FN=0,

0. 0 R i_Oc:1c:b8 Broadcast 802.11 3 Beacon frame 276, 0
12 0.25326100 SenauNet,Ol: Broadcast 246 Beacon frame, sN=933, FN=0, Flags=........ C, BI 100, SSID:Openwrt EAPGOO
13 0.30708700 ThomsonT_4e:93:18 Broadcast 802.11 305 Beacon frame, sN=1249, FN=0, ...C, BI=100, SSID=TNCAP4E9318
14 0.32583200 SenaoNet_13:60:a2 Broadcast 802.11 256 Beacon frame, SN=1060, FN=0, Flags=........ C, BI=100, S5ID=0OpenwWrt-EAP300

Figure 9: only display management frames
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g Capturing frDmmcap:ﬂ[lQZ.lﬁ&O.lWJ.anlm [Wireshark 1.10.6 (v1.10.6 from master-1.10]]
File Edit i Go Capture Analyze Statistics Telephon! Tools Internals  Help
al XZlaes»T2IEE Qe @#aBB % B
Filter: |wlan.fc.l}rpe eql IZ| Expression.. Clear Apply Save
80211 Channel: I:Bchannel Offset: I:B FC5 Filter: |AII Frames IZINone IZ| Wireless Settings... Decryption Keys...
No. Time Source Destination Protocol Length Info
. 93718200 Ruckuswi_5b:4d:e8 c Acknowledgement,
109 1.97843700 ThomsonT_4e:93:18 (802.11 98 Acknowledgement,
112 1.98288300 Ruckuswi_Oc:1c:b8 (E802.11 98 Acknowledgement,
124 2.08757900 Ruckuswi_56:ee:98 (802.11 98 Acknowledgement,
126 2.08916000 Ruckuswi_16:ee:98 (802.11 98 acknowledgement,
128 2.09164600 Ruckuswi_0Oc:1c:b8 (802.11 98 Acknowledgement,
132 2.103206900 ThomsonT_4e:93:18 (802.11 98 acknowledgement,
138 2.14235900 Ruckuswi_96:ee:98 (802.11 98 Acknowledgement,
202 3.17510500 SenaoMNet_13:60:a2 (802.11 98 Acknowledgement,
204 3.17903600 SenaoNet_01:9c:65 (802.11 98 Acknowledgement,
205 3.18971200 ThomsonT_4e:93:18 (802.11 98 Acknowledgement,
288 4.50923900 SenaoNet_13:60:a2 (802.11 98 Acknowledgement,
291 4. 51438200 Ruckuswi_56:ee:98 (802.11 98 Acknowledgement,

Figure 10: Only display control frames

g Capturing from r_pcap:f![192.16&0.11a‘wlanll)0 [Wireshark 1.10.6 (v1.10.6 from master-1.10]]
File Edit View Go Capture Analyze Statistics Telephon! Tools  Internals  Help

© @ 4 m g | X2 Ae+0TLEE QQAQAD #DM%| B

Filter: |wlan.ic.lype = Izl Expression... Clear Apply Save
02,11 Channel:[BChanne\ Of'fset:[EFCS Filter: | All Frames :INone : Wireless Settings... Decryption Keys...
No. Time Source Destination Protocol Length Info
.1584820 Technico_85:a0: Broadcast 164 Data, SN=1272, FN=0, Flags=.p....F.C
9200 117.592214 Apple_5b:5d:60 Ruckuswi_57:31:T8 EAPOL 243 Key (Message 2 of 4)
9202 117. 596089 apple_5b:5d:60 ruckuswi_57:31:T8 EAPOL 221 Key (Message 4 of 4)
16988 220.527855MurataMa_el:17:fé Ruckuswi_17:cd:08 EAPOL 221 Key (Message 4 of 4)
20568 312.678368169.254.193.148 Broadcast ARP 148 Gratuitous ARP for 169.254.193.148 (Request)
20582 313.310697 169.254.193.148 igmp.mcast.net IGMPV3 160 membership Report / Leave group 239.255.255.250

Figure 11: only display Data frames

A Capturing from rpcapi//1192.168.0.1]/wlan100  [Wireshark 1.106 (v1.10.6 from master-110)]
File Edit View Go Capture Analyze Statistics Telephunz Tools Internals Help

QAN BREYZ AT/ Qaaln #EB % B

Filter: |wlan.ic.lype75ubiype eql |z| Expression.. Clear Apply Save

B02.11 Channel: I:Bcharme\ Offser I:El FCS Filter[AllFrames [~ [Nome [ Wireless Settings... Decryption Keys...

0. Time Source Destination Protocol Length Info
9180 117. 387501 Apple_5b:5d:60 Ruckuswi_57:31:f8 802.11 248 Association Request, SN=8B4, FN=0, Flags=

Figure 12: only display Association Request frames

|d Capturing from rpeapi//1192.168.01)/wlan100  [Wireshark 1.10.6 (v1.10.6 from master-1.10)]
File Edit View Go Capture Analyze Statistics Telephony Tools Intemals Help

AN BEEXE AesaTFLIEE QaQaf @B % ®

Filler: wlan fctype subtype eq 4 | xpression... Clear Apply Save

0211 Channal:[BChannel Offset:[BFCS Filter: | All Frames HH Wireless Settings... Decryption Keys...

o. Time Source Destination Protocol Length Info

. 97264500 CameoCom_4f :2a:7 Broadcast 302. 130 Probe Request, SN=980, FN=0, Flags 55ID=Broadcast
118 2.06836200 CameoCom_4f:2a:79 Broadcast 802.11 130 Probe Reguest, SN=982, FN=0, Flags €, SSID=Broadcast
pProbe Reguest, sSN=983, FN=0, Flags=........ €, s5ID=[FZ|EE]
120 2.07218100 cameoCom_4f:2a:79 Broadcast 802.11 EEIEEIEEIEEIET]
134 2.12729800 cameoCom_4f:2a:79 Broadcast 802.11 130 Probe Reguest, SN=984, FN=0, Flags=........ C, SsID=Broadcast
199 3.16585900 Ruckuswi_Ob:a7:b8 Broadcast 802.11 177 probe Request, SN=1232, FN=0, .C, 55ID=5CG_22
200 3.16981400 Ruckuswi_0Ob:a7:b8 Broadcast 802.11 171 probe Request, SN=1233, .C, SsID=Broadcast
283 4,50255900 cameoCom_4f :2a:79 Broadcast 802.11 130 Probe Reguest, SN=1008, .C, SSID=Broadcast
SN=1009, €, SSID=[f

289 4.50979700 cameoCom_4f :2a:79 Broadcast 802.11

Figure 13: Only display Probe Request frames
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& Capturing from rpeap://[192.168.0.1]/wlan100  [Wireshark 1.10.6 (v1.10.6 frem master-1.10)]

File Edit Wiew Go Capture Analyze Statistics Telephony Tools Intemals Help

@ amd BERE N DTFL BElaQa b @#mmk| E

Filter: | wlanfctype subtypeeq5 E| Expression... Clear Apply Save
B02.11 Channel: Channel Offset: FCS Filter: | All Frames None E Wireless Settings... Decryption Keys...
No. Time Source Destination Protocol Length Info

93 1.84846500 SenaoNet_01:9c:65 CameoCom_4f:2a:79 802.11 240 Probe Response, SN=949, FN=0, Flags=.
94 1.85151200 SenaoNet_13:60:a2 cCameoCom_4f:2a:79 802.11 250 Probe Response, SN=1075, FN=0,
101 1.91461800 SenaoNet_13:60:a2 CameoCom_4f:2a:79 802.11 250 Probe Response, SN=1077, FN=0,
102 1.91641700 senaonNet_01:9c:65 cameocom_4f:2a:79 802.11 240 probe Response, SN=951, FN=0,
. 91961900 Ruckuswi_1d:6d:88 CameoCom_4f:2a:79 802.11 375 Probe Response, SN=2869, FN=0,
. 92611100 Ruckuswi_1d: CameoCom_4f : Response,
. 97813000 ThomsonT_4e: Response,
RUCKUSWI

€, BI=100, S5ID=Openiirt-EAP600
.C, BI=100, SSID=Openirt-EAP300
.C, BI=100, SSID=Openhrt-EAP300
100, SSID=0OpenWrt-EAPGO0
S5ID=Passpoint Demo
S5ID=Passpoint Demo
S5ID=TNCAP4E9318

802.

1. uckuswi_| 8 5 17, s g ey . i 51
. 07155600 ThomsonT_4de: 802. SN=1268, FN=0, Flags=........ SSID=TNCAP4E9318

H RESpUI‘ISE,
121 2.07528500 ThomsonT_4e: CameoCom_4f:2a:79 802.11 431 probe Response, SN=1268, FN=0, Flags=. R...C, SSID=TNCAP4E9318
2.08889700 Ruckuswi_16: CameoCom_4f: Flags R...C, 551ID=

802.

Response, 5N=1437, FN=0,

. 09484600 ThomsonT_4

00, SSID=TNCAP4E9318

12a:79  B802.11 431 probe Response, SN=1268, FN=0, Flags:

1292 .

131 2.10275400 ThomsonT_4e:93:18 cameocom_4f:2a:79 802.11 431 probe response, SN=1268, FN=0, Flags=....R...C, B 00, SSID=TNCAP4E9318
133 2.10688700 ThomsonT_4e:93:18 CameoCom_4f:2a:79 B802.11 431 probe Response, S5N=1268, FN=0, Flags=....R...C, BI=100, SSID=TNCAP4E9318
135 2.13041400 ThomsonT_4e:93:18 cCameoCom_4f:2a:79 802.11 431 probe Response, 5N=1269, FN=0, Flags=........ C, BI=100, SSID=TNCAP4E9318
136 2.13221500 senaoNet_13:60:a2 cCameoCom_4f:2a:79 802.11 250 pProbe Response, SN=1081, FN=0, Flags=........ C, BI=100, 55ID=0OpenWrt-EAP300

Figure 14: only display probe response frames

d Capturing from rpcap://[192.168.0.1)/wlanl00 [Wireshark 1.10.6 (v1.10.6 from master-1.10]]
File Edit View Go Capture Analyze Statistics Te\aphon! Tools Internals Help

@ im I BRAL AT L BElaaaf| d®msx O

Filter:  wilan.fc.type_subtype eq8 E Expression... Clear Apply Save
80211 Channel: Channel Offset: FCS Filter: | All Frames MNone |z| Wireless Settings... Decryption Keys...
Mo. Time Source Destination Protocol Length Info

. 89070300 SenaoNet_01:
. 96420300 senaoNet_13:

Broadcast
Broadcast

246 Beacon ] 5: C, BI=100, S55ID=0OpenWrt-EAP600
256 Beacon 55ID=0penWrt-EAP300
317 ) =erirel
00, S5ID=0penWrt-EAPG00
BI=100, 55ID= -DPSK
BI=100, 55ID= Gasten
BI=100, SS5ID=TNCAP4EQ318
BI=100, SS5ID=Openwrt-EAP300
BI=100, SSID=

. wWir
00, S5ID=0OpenwWrt-EAP600
BI=100, S5ID=Openwrt-EAP300
BI=100, s55ID= -DPSK
BI=100, S5ID= Gasten

01 65 Broadcast 802.11 246 Beacon frame, sN=953,
. 99558100 Ruckuswi_56:ee:98 Broadcast 802.11 350 Beacon frame, SN=3854,
. 99678200 Ruckuswi_96:ee:98 Broadcast 8§02.11 330 seacon frame, snN=38&11,
. 04788000 ThomsonT_4e:93:18 Broadcast 802.11 305 Beacon frame, SN=1267,

1 Wi
1.99305000 SenaoNet
1
1
2
117 2.06679100 SenaoNet_13:60:a2 Broadcast B02.11 256 Beacon frame, SN=1080,
2
2
2
2
2

. 07653900 Ruckuswi_16: Broadcast geacon frame,

.0 Ruckuswi_Q C . , FN=0,
. 09661900 SenaoNet_01:9c:65 Broadcast 802.11 246 Beacon frame, SN=0954, FN=0,

.16902600 SenaoMet_13:60:a2 Broadcast B02.11 256 Beacon frame, SN=1082, FN=0,
. 17916600 Ruckuswi_56:ee:98 Broadcast 8§02.11 350 Beacon frame, sN=3856, FN=0,
. 18041600 Ruckuswi_96:ee:98 Broadcast §02.11 330 Beacon frame, SN=3813, FN=0,

Figure 15: only display Beacon frames

d Capturing from rpcap://[192.168.0.11/wlan100 [Wireshark 1.10.6 (v1.10.6 from master-1.10]]

File Edit View Go Capture Analyze Statistics Telephonz Tools Internals  Help

£m g BRUERE AT L BB @MWk 8

Filter: - wlanfc.type subtype eq 11| IZI Expression... Clear Apply Save
802,11 Channel: Channel Offset: FCS5 Filter: | All Frames Mone IZI Wireless Settings... Decryption Keys...
No. Time Source Destination Protocol Length Info
9176 117.384984 Apple_5b:5d:60 Ruckuswi_57:31:f8 802.11 129 authentication, SN=83, FN=0, Flags=........ C
9178 117. 385675 Ruckuswi_57:31:f8 apple_5b:5d:60 802.11 118 authentication, sN=0, FN=0, Flags=........ C
13227 155.183428 Ruckuswi_57:cd:08 Apple_aB:da:93 802.11 118 Authentication, SN=0, FN=0, Flags
16557 215.140970169.254.193.148 Ruckuswi_97:cd:08 802.11 118 authentication, SN=26, FN=0, Flags=........ C
16985 220. 504282 MurataMa_el:17:f6 Ruckuswi_17:cd:08 802.11 129 authentication, SN=75, FN=0, Flags=........ C
16986 220.504944 Ruckuswi_17:cd:08 Muratama_el:17:f6 802.11 118 authentication, SN=0, FN=0, Flags=........ C

Figure 16: only display Authentication frames

Ruckus 802.11 Packet Analysis Wireshark
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4 Additional Information

Below you will find some information about using Ruckus CLI and Wireshark.

Wireshark Website:
Wireshark

Wireshark - Display Filters:
Wireshark Display Filters

Wireshark — Capture Filters:
Wireshark Capture Filters

Ruckus AP CLI Guide:
Ruckus AP CLI Guide

Ruckus 802.11 Packet Analysis Additional Information
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http://www.wireshark.org/
http://wiki.wireshark.org/DisplayFilters
http://wiki.wireshark.org/CaptureFilters
https://support.ruckuswireless.com/documents/290-zoneflex-access-point-cli-guide/download

